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McAfee Email and Web Security appliance
Ochrana pŚ²choz²i odchoz²komunikace
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Nasazen² do s²Šov® infrastruktury

Internet

firewall

internal mail

client

internal mail

server

final destination

3

DNS

server

EWS

Appliance

Moģnosti nasazen² do s²Šov® infrastruktury

ÅExplicit Proxy ïstandardn² proxy bez cache

ÅTransparent Router 

ÅTransparent Bridge

ÅFyzick§ nebo virtu§ln² appliance

PŚ²klad transparent bridge m·du
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Komplexn² ochrana proti hrozb§m

Email Security

R Spam

R Viruses

R Inappropriate content

R Phishing

R Spyware

R Inappropriate web surfing

R Phishing

R Viruses

Web Security

DMZ

HTTP, FTP

Web Browsing

SMTP, POP3

E-Mail

E-Mail  Server
Web Caching 

Server

ICAP

(Optional)
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McAfee Anti-virus & Anti-spyware

ÅZabraŔuje vstupu virŢ a spyware do vnitŚn² s²tŊ organizace

ïZastavuje spyware, adware, dialers, keyloggers, backdoors a dalġ², 
pŚeddosaģen² lok§ln²ho poļ²taļe a jeho infikaci.

ïRedukuje n§klady na vyļiġtŊn² syst®mŢ

ïV²cevrstv§ ochrana= Lepġ² ochrana

ÅKontroluje Email a Web provoz

ÅSkenuje veġker® stahovan® pŚ²lohy
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McAfee Anti-spam

VĨsledek certifikace!

98% spam catch rate

0% false positive rate

ÅPŚesn§ detekce spamu a phishingu

ÅStreaming updates

ÅVlastn² spam karant®na

VDomain name reputation VIP reputation

VIntegrity analysis VURI Filtering

VBlack lists, white lists VHeuristic detection

VStreaming updates VContent filtering

VImage fingerprinting VImage analysis

VSender authentication VGreylisting
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McAfee SiteAdvisor

ÅZabraŔuje uģivateli prohled§v§n² nebezpeļnĨch 
web serverŢ

ïBlokuje a upozorŔuje na web str§nky nakaģen®
spyware, phishing scams nebo spam agenty

ÅOskenov§no >95% web serverŢ a str§nek

ÅSkuteļn§ ochrana web komunikaceïna z§kladŊ 
chov§n²

ïRozġiŚuje ochranu vedle tradiļn²ch URL filtrŢ
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McAfee Web Filtering 

ÅZastavuje nepatŚiļnĨ nebo nechtŊnĨ webovĨ obsah na 
z§kladŊ klasifikace 

ïĠetŚ² ġ²Śku p§sma pro pracovn² ¼ļely

ïSniģuje rizika blokov§n²m nepatŚiļn®ho obsahu

ÅVynucuje politiku pro internetov® prohled§v§n²

ïBlokov§n², monitorov§n²a reportov§n² o pŚ²stupu na web

ÅGranul§rn² politika pro uģivatele a reportov§n²

http://securecomputing.com/press_release_ind.cfm?ID=850405
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Granul§rn² filtrov§n² Webu
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McAfee Email Compliance ïskenov§n² obsahu

ÅSkenov§n² obsahu na slova, fr§ze, z§znamy..

ÅAutomatick® vyhled§v§n² citlivĨch informac² 

ïFinanļn² informace, zdravotn² z§znamy, osobn² 
identifikace 

ÅShoda s normami nebo regulacemi ( HIPAA, PCI, 
SOX, GLBA)

ÅBlokov§n², karant®na, pŚesmŊrov§n² na tŚet² stanu 
pro ġifrov§n² 
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McAfee Quarantine Manager

ïCentr§ln², ġk§lovateln§ karant®na 

ïPŚ²stupn§ jak pro administr§tora, tak pro koncov® uģivatele

ïVyģaduje Windows server

Mail server End user

McAfee Quarantine Manager Server

ÅBlack a white listy pro koncov®ho uģivatele
ÅPŚ²stup pŚes Web rozhran²
ÅEmailov§ notifikace uģivatele - Email digests
ÅMoģnost vyzvednut² z karant®ny

McAfee SCM
appliance(s)
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Secure Internet Gateway model 3000

Secure Internet Gateway model 3100

Secure Internet Gateway model 3300

Secure Internet Gateway model 3200

Antivirus, anti-spyware

Antispam

URL Filtering

Email Compliance

Data Loss Prevention

SiteAdvisor
100

500

1000

McAfee Śeġen² pro kaģd® prostŚed² 
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Secure Internet Gateway model 3000

Secure Internet Gateway model 3100

Secure Internet Gateway model 3300

Secure Internet Gateway model 3200

Antivirus, anti-spyware

Antispam

URL Filtering

Email Compliance

SiteAdvisor
100

500

1000

300,000

Secure Web Gateway Secure Messaging 

Gateway 

4000

McAfee Śeġen² pro kaģd® prostŚed²
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Secure Internet Gateway model 3000

Secure Internet Gateway model 3100

Secure Internet Gateway model 3300

Secure Internet Gateway model 3200

Antivirus, anti-spyware

Antispam

URL Filtering

Email Compliance

SiteAdvisor
100

500

1000

300,000

Secure Web Gateway Secure Messaging 

Gateway 

4000

McAfee Content Security Blade Server 5M50,000

McAfee Śeġen² pro kaģd® prostŚed²
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McAfee Content Security Blade Server 
l§me vĨkonostn² bari®ry!

Single appliance performance barrier

vĨkonost

Content Security Blade Server
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McAfee Blade Server

Å10U skŚ²Ŕ 

ïKonsoliduje m²sto v racku a redukuje nap§jen² oproti standardn²m 
serverŢm velikosti 1U

ÅAģ 16 ģiletek

ïJadna ģiletka pro spr§vu

ïJedna fail over ģiletka pro spr§vu

ïAģ 14 skenovac²ch ģiletek 

ÅRedundantn² zdroj, vŊtr§ky a pevn® disky
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DŊkuji za pozornost

Jan Strnad

Sales Engineer for Czech Republic and Slovakia
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+420 602 280 387
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