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McAfee Email and Web Security appliance

Ochrana pfichozi i odchozi komunikace McAfee

prichozi = odchozi

= Viry = O i@?

= Spyware ‘
Py » Privatni data JiliE &
Jina data P

= Spam
= Web browsing

FILTROVAT UDRZET
prichozi UVNITR
Spatna data citliva data
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Nasazeni do sitové infrastruktury McAfee

Moznosti nasazeni do sitove infrastruktury

* Explicit Proxy — standardni proxy bez cache
* Transparent Router

» Transparent Bridge = DNS

| | _ E server
» Fyzicka nebo virtualni appliance _r ]

- - - g
Priklad transparent bridge médu < - @
Internet
internal mail firewall final destination
server EWS
Appliance
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Komplexni ochrana proti hrozbam

McAfee

Inappropriate web surfing

Email Security Web Security
M Spam M Spyware
M Viruses M
M Inappropriate content M Phishing
M Phishing M Viruses
HTTP, FTP —
—p S )
Web Browsing ="
SMTP, POP3
- >
DMz icap | ﬁ
(Optional) |
>1 Web Caching j
} Server E-Mail Server
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McAfee Anti-virus & Anti-spyware McAfee

« Zabranuje vstupu virt a spyware do vnitfni sité organizace

— Zastavuje spyware, adware, dialers, keyloggers, backdoors a dalsi,
pred dosazeni lokalniho pocitaCe a jeho infikaci.

— Redukuje naklady na vycisténi systémdu
— Vicevrstva ochrana = LepSi ochrana

« Kontroluje Email a Web provoz

» Skenuje veskeré stahované prilohy

NETWORKWORLD
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McAfee Anti-spam

* Pfesna detekce spamu a phishingu

« Streaming updates

* Vlastni spam karanténa

westcoast |5

v Domain name reputation v IP reputation
v Integrity analysis v URI Filtering

v Black lists, white lists v Heuristic detection

v Streaming updates v Content filtering
v Image fingerprinting v Image analysis Vysledek certifikace!

/ Sender authentication v Greylisting 98% spam catch rate
0% false positive rate
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McAfee SiteAdvisor

« Zabranuje uzivateli prohledavani nebezpecnych
web serveru

SiteAdvisor

— Blokuje a upozoriuje na web stranky nakazené ————
spyware, phishing scams nebo spam agenty @ Tpop-p

fany red downloads
 Oskenovano >95% web serveru a stranek

Links to green sites
No e-mail received

McAfee SiteAdvisor Safety Info

« Skutec¢na ochrana web komunikace — na zakladé
chovani SiteAdvisor

viv v . ° N\ SiteAdvisor - Use caution:
— Rozsifuje ochranu vedle tradi¢nich URL filtr 3 pop-ups

2 yellow downloads
Links to green sites
39 e-mailsiweek

McAfee SiteAdvisor Safety Info
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McAfee Web Filtering

« Zastavuje nepatricny nebo nechteny webovy obsah na
zakladé klasifikace

AWARDS

2006
WINNER

Best Web Filtering
Solution

— Setfi §itku pasma pro pracovni ucely

— Snizuje rizika blokovanim nepatficného obsahu
 VVynucuje politiku pro internetoveé prohledavani
— Blokovani, monitorovani a reportovani o pristupu na web

« Granularni politika pro uzivatele a reportovani
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http://securecomputing.com/press_release_ind.cfm?ID=850405

Granularni filtrovani Webu McAfee

Security Web filter

Pornography

Hate sites

Gambling

Shopping

Business

IM

Filtering BLOCK

database

Instant
Messaging

F"iﬁﬁﬁﬁ:::::'

BLOCK

BLOCK
Unknown

ALLOW
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« Skenovani obsahu na slova, fraze, zaznamy..

« Automatické vyhledavani citlivych informaci

— Financni informace, zdravotni zaznamy, osobni
identifikace

« Shoda s normami nebo regulacemi ( HIPAA, PCI,
SOX, GLBA)

» Blokovani, karanténa, presmerovani na treti stanu
pro Sifrovani
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McAfee Quarantine Manager McAfee

— Centralni, Skalovatelna karanténa
— Pristupna jak pro administratora, tak pro koncové uzivatele

— Vyzaduje Windows server

McAfee SCM Mail server End user
appliance(s)

H

McAfee Quarantine Manager Server

* Black a white listy pro koncového uzivatele
* Pfistup pres Web rozhrani

* Emailova notifikace uzivatele - Email digests
* Moznost vyzvednuti z karantény
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McAfee reseni pro kazdé prostredi

McAfee
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McAfee reseni pro kazde prostredi

McAfee

4000 ] 300,000
o3 Secure Messaging
o Gateway
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Secure Internet Gateway model 3000

Pocet uzivatelu
(antivirus + antispam filtering)
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McAfee reseni pro kazdeé prostredi
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McAfee Content Security Blade Server

lame vykonostni bariéry! McAfee

vykonost

McAfee Content Security Blade Server

Single appliance performance barrier

@ IRQNPORT @IEEEE ,Symantec.

Blue®Coat < Brsn € Cipherlrust
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McAfee Blade Server McAfee

* 10U skrin

— Konsoliduje misto v racku a redukuje napajeni oproti standardnim
serverum velikosti 1U

* Az 16 ziletek

— Jadna ziletka pro spravu
— Jedna fail over ziletka pro spravu
— Az 14 skenovacich Ziletek

« Redundantni zdroj, vetraky a pevné disky
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Dekuji za pozornost

McAfee

Jan Strnad

Sales Engineer for Czech Republic and Slovakia
|an_strnad@mcafee.com
+420 602 280 387
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