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Secure Firewall (Sidewinder) 7.0  is the culmination of years of 

supporting governments

2

Sidewinder

ÅDeveloped by the ñSecure 
Computingò division of 
Honeywell for the U.S. 
Department of Defense

ÅFirst firewall to protect the 
firewall OS platform ïuses 
our patented Type 
Enforcement technology

ÅUsed to secure critical 
infrastructures all over the 
world

1995

Sidewinder (G2)

ÅCombination of Sidewinder 
and acquired TIS/NAI 
Gauntlet technologies 

ÅFirst firewall to achieve 
Common Criteria at EAL4+ 
with the U.S. DoD 
Application Layer Protection 
Profiles

ÅFavorite firewall of many 
Enterprise financials and 
government organizations

2002

Secure Firewall 
(Sidewinder) 7.0

ÅCombination of Sidewinder 
G2 and acquired 
CyberGuard technologies

ÅThe speed and usability of 
a stateful firewall with the 
security and UTM features 
of an application - layer 
gateway

ÅDelivers unprecedented 
application - layer 
performance

2007
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McAfee Firewall Enterprise:
The Complete Security Solution

Firewall VPN Web Filtering Anti-Spam
App Visibility
and Control

Global Threat
Intelligence

Management

Security Appliances

Networking and Security Service Integration

McAfee Firewall 

Enterprise Profiler

McAfee Firewall Reporter

(included)

McAfee Firewall Enterprise

Control Center

Comprehensive Security

ÅApplication Inspection

ÅNAT

ÅHA

ÅQuality of Service

ÅVLAN

Flexible Deployments

ÅStandalone Appliances

ÅMulti-Firewall 

Appliances

ÅVirtual Firewall for 

VMware

ÅRiverbed Steelhead
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McAfee Firewall Enterprise: 
Consolidated, Best-in-Class Network Defenses

McAfee AV McAfee 
SmartFilter

IDS/IPS TrustedSource

Firewall Enterprise

User 
Visibility

Application 
Visibility

Geo-LocationSSL Decryption
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Rugged 

Platforms

ÅDesigned for resiliency 

and availability beyond 

commercial 

environments

ÅMilitary Spec hardware 

quality metrics 

Flexible Deployment Options

Standard

Appliances

ÅDesigned for  traditional 

deployments

ÅLevels of appliances 

sized for branch to data 

center deployments

ÅEAL4+ Certified, ICSA 

IPSec Certified

Multi-firewall

Appliance

ÅMultiple virtual firewalls 

within our  turnkey 

firewall appliance

ÅDesigned for network 

segmentation and 

consolidation projects

Virtual

Appliance

ÅFirewalling within your 

ESX or VI3 platform

ÅDesigned for your 

server consolidation 

projects

ÅAn easy way to 

evaluate and  

demonstrate  McAfee 

Firewall

SecureOS / Firewall Software
Central Management and Reporting

Common Criteria EAL4+, ICSA Certified



Confidential McAfee Internal Use Only

Managing Firewalls Is Expensive

ÅDifficult to provision rules and firewall capacity to support 

application rollouts

ÅMaintaining and optimizing rules to support changes is 

extremely challenging

ÅCompliance data collection and reporting is painstaking

6
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Reality CheckðTroubleshooting and 

Changing Firewall Rules

ÅFinding source of firewall problems is difficult

ÅCompleting firewall rule changes takes time

ÅAll tasks are much more difficult with more firewall rules

7

ÅOn average, how many 

actual hours or days 

does it take to track 

down and isolate a 

firewall-related issue?

ÅHow long does it 

typically take to 

complete rule changes 

in your organization?

Operational Time

Hours

Source: ñThe State of Todayôs Firewall 

Management Challenges.ò IDC White 

Paper sponsored by McAfee, June 2009.
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Market Requirements:

Application and Identity Level Awareness

Å8

ññThe big challenge is the port-agile applications and the scheme 

they used to evade firewall rulesò

ñCommon changes in the firewall are due to IP address changes, 

whenever there is hardware refresh or when apps are upgraded to new 

versions that require new portsò

ñDuring the Olympics, bandwidth was being sucked up; 

traffic was going to Global Crossing. We blocked it. We ended up 

blocking NBC olympics video streaming. People were extremely 

unhappy, and we had a flurry of callsò

ñI really want to be able to tie identities to my policies for our 

employees going to applications  within our DMZ from our Internal 

network.ò 

ñMust block VOIP from trading floor that bypasses compliance mandated recording of 

communications.  Donôt want to track by IP addresses of external call 

manager. We need to something to recognize that application.ò   
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Todayôs Firewall Reality

9

Inadequate Protection

Without application visibility, firewalls cannot 
defend against increasingly port-agile, evasive, and 
ssl-tunneled application-layer attacks

Appliance Fatigue

The lack of quality, integrated threat prevention 
means too many appliances to manage, 
higher TCO, and greater risk

Inefficient, Frustrating Workflow

Firewall administrators need intelligent systems to ease 
administration, maintenance, and compliance tasks

9
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McAfee Next Generation Firewall Vision

Applications

Users / Roles 

Your Business

Business level 

intelligence

ïApplication recognition and identity/role 

awareness for intuitive discovery and 

granular control

ïBuilt-in visibility and analytics for 

efficient workflow 

McAfee 

Firewall 

Enterprise

Consolidated, 

layered defense

ïIntegration of IPS, AV, URL filtering, DLP 

and other McAfee technologies

ïArchitecture for performance and 

deployment flexibility

Avert Labs: Global 

Threat Intelligence

Broad, extra-firewall 

interlock

ïGTI for application recognition, 

source reputation and dynamic threat 

identification

ïNext Generation management 

framework for policy and event 

analysis

ñMcAfee next generation firewalls ease manageability and policy 

using the language of business: applications and usersò
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Application Recognition Plans

ÅLaunch with 1500 application coverage

ïUpdates backed by industry leading McAfee Labs

ïIntrushield and Secure Computing advantage on detecting evasive applications

ÅCoupled with innovative visualization and analytics, and identity awareness for 

intuitive workflow

ÅUnmatched threat research providing application reputation or outbreak alerts 

as well

Title of presentation

ÅAnonymizer / Proxies

ÅAuthentication Services

ÅCommercial Monitoring

ÅCollaboration / Content Mgt

ÅDatabase

ÅDirector Services

ÅEncrypted Tunnels 

ÅWork Group Email (GroupWise, Exchange, 

Lotus-notes)

ÅERP/CRM

ÅFile Sharing

ÅGaming

ÅInstant Messaging

ÅVPN

ÅInfrastructure Services & Storage

ÅIT Utilities

ÅMobile Software

ÅPersonal Web Apps

ÅPeer to Peer (P2P) 

ÅRemote Administration

ÅRemote Desktop / Terminal Services

ÅSocial Networking

ÅBusiness Web Apps

ÅSoftware / System Updates

ÅToolbars & PC Utilities

ÅVoice over IP (VOIP)

ÅStreaming Media

ÅWeb Mail

ÅWeb Browsing

ÅWeb Conferencing

ÅPhoto-video
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ñTealò Release:

Application Level Policy Control

Title of presentation

Policies 

driven by 

identity not 

just endpoints

Policies include 

application not 

just port/service

Start typing in 

any of these 

fields then 

they will start 

filtering

All multi-selectable objects in 1 

convenient place Endpoints, 

Applications, Zones, users, 

User Groups
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Consolidated Management and 

Integration with ePolicy Orchestrator (ePO)

EPO Admin Network Security Admin

Firewall Management into ePO
(ePolicy Orchestrator v4.5)

ÅMonitor firewall appliance health

ÅSee historical performance trends

ÅTrack FW versions and patch levels 

ePO into Firewall Management
(Control Center v4.0 with Profiler v1.5)

ÅIdentify hosts and endpoints used 

in policies

ÅAccess host profile information 

directly from visualization tools

Aides troubleshooting & policy creationIntegrates network health with endpoint
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Introducing McAfee Firewall Profiler

ÅMonitors all traffic that traverses the firewall and visualizes results in 

terms of user roles and assets.

ïDiscovery for properly addressing changes in the network and applications

ÅOverlays all firewall actions including all allows and denies

ïRecord of all firewall actions to expedite troubleshooting and facilitate 

compliance

ÅCorrelates all observed traffic and actions to current Firewall Policy

ïVisualization in the context of Policy for making efficient changes stopping the 

increasing complexity of the ruleset

Turns Hours and Days of Work Into a Few Clicks

14 McAfee Firewall Profiler June 12, 2009
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Visibility

May 6, 201015

ÅAll traffic that traverses the 

firewall

ÅIn the context of users/roles 

and FW Policy objects

ÅOverlay of Firewall actions

ÅAggregated view for high level 

context

ÅIntuitive drilldown for details

See and Know what rules are being used and for what


