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I COMGUACD I O spolecnosti COMGUARD
Value Added Distribuce CZ+SK+UA

e Specialista na bezpecnosti IT

Komplexni portfolio pro zabezpeceni datovych center i sité organizace od
perimetru, pres DMZ az na klientské stanice

e Nadnarodni distribucni spolecnost
Certifikace ISO 27001 (ISMS)
Certifikace ISO 9001 a ISO 14001
Certifikace NBU

Nas tym = 13 let zkusenosti v oblasti IT security

Akreditované skolici stredisko
Support centrum pro distribuované reseni

1st level a 2nd level support N o jeesstEsE——
Expertni poradenstvi a sluzby v oblasti bezpenosti IT 4 = ¢ &4 I
Hotline, HelpDesk, odborné konzultace CERTIFIKAT | CERTIFIKAT

FOMBSARE Aa { COMoUAm

Vzdalena sprava a podpora administrace =
Outsourcing spravy =

e Audity v oblasti bezpecnosti IT dle I1SO 27001 @ .
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I I McAfee Security Leadership
COMGUACMD Across the Board

—— Mobile Data Protdction
WEb Security

BERGl security System Securiy

Email Security
Firewall

IBBIEData Protection N y

Source: Gartner | |
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McAfee = siroké spektrum

I COMGUATCrD I bezpecnostnich reseni

IPS Data

Manager
NAC
McAfee MclAfee McAfee McAfee McAfee

Security
[ - o o o 9
Landscape
McAfee McAfee MclAfee MclAfee MclAfee McAfee
NUBA
Policy &
eMalil Remediation
Firewall
Web
EndPoint
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McAfee integrovana

I COMGUACD I bezpecnostni platforma

Network
E-mail Security (IronMail)

Web Security (Webwasher)

Network DLP (Reconex)

Anti-Virus & Anti-Spyware
Email AV & Anti-Spam

Desktop Firewall

Endpoint
E -E Network IPS (Intrushield)

v S
2 Firewall (Sldewmder) gr
. NAC T

(o) Jeden agent : . 3
2} Jedna konzole | IIEEETEIIEZINS

: . = o)
] e Instalaceagenta | Risk & Compliance [
-5« Konfigurace Vulnerability (Foundstone)
Data Protection s ol
ety o
oy L
e Reportovani File & Application Control

—
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I COMGUACD I EFEKTIVNI ZABEZPECENI ICT?

Konkurence McAfee

Compliance Management IPS feSeni

Data Loss Prevention IPS a IDS feSeni

- Auditovaci feeni "/l
A Email a web
l‘ jil{'/‘ ochrana

r/l

<

Desktop feSeni

* Anti-virus

i Risk Management
* Anti-spyware

, * Vulnerability
Desktop Firewall

Management
Desktop IPS
2 s
L 1y

Komplexni imunitni
systém

Mnoho produkti

Jednotna sprava
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I COMGUATCrD I Data & Content Protection

e Prevence Uniku citlivych dat (DLP)

® McAfee Host Data Loss Prevention with ePO
® Ochrana na koncovych zarizenich

l Data Loss Device
® McAfee Network DLP Appliances Prevention Control
® Ochrana na sit'ové drovni /

® McAfee Device Control

® Zabranuje neopravnénému pouzivani
pripojitelnych zafizeni do firemni sité

' /Encrypted

e Sifrovani dat ¥
® McAfee Endpoint Encryption for PCs
® Sifrovani celych diskd

® McAfee Endpoint Encryption for Files and Folders
® Sifrovani soubor( a adresard

® McAfee Endpoint Encryption for Virtual Disk Windows / MAC

® Sifrované virtuaini disky

® McAfee Encrypted USB
® Sifrované USB flash disky a HDD
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I COMGUATCrD I Data & Content Protection

e McAfee Host Data Loss Prevention with ePO
Softwarovy agent instalovany na koncova zarizeni napri¢ organizaci
Server pro logovani a analyzy
Centralni rizeni politik a nasazeni
Monitorovani udalosti v realném Case
Generovani reportt

e McAfee Total Protection for Data

Balicek obsahuije:
® McAfee Host Data Loss Prevention
® McAfee Device Control
® McAfee Endpoint Encryption for PCs
® McAfee Endpoint Encryption for Files and Folders
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I COMGUArD I Data & Content Protection

e McAfee Network DLP
® Dodavano jako hardware applinace _
+ software licencovany per user N

Napomaha nalézt, vyhodnotit a klasifikovat
citlivé informace.

Network DLP Discover

Pasivné monitoruje veskery sitovy provoz,
Network DLP Monitor analyzuje jeho obsah a reportuje udalosti,
které mohou zpdsobit ztratu dat.

Na sitové urovni blokuje aktivity, které mohou

Network DLP Prevent vést ke ztraté ddvernych informaci.

Nastroj pro rizeni politik, konfiguraci a
administrativu.
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I COMGUATCrD I Data & Content Protection

e McAfee Encrypted USB

Typ SanDisk Standard Bio Hard Disk
o Windows 2000, XP, = Windows 2000, XP,
* MS Windows 2000, Vista, 7 Vista, 7
. XP, Vista, /7 ¢ MacOSX ¢ MacOSX
Podporovane 05 :T;;SOWS 2000, XP, e Apple Mac OS X (standalone usage (standalone usage
(standalone usage only) only)
only) e Linux (biometric ¢ Linux (biometric
mode only) mode only)
Kapacita 1,2,4,8GB 1, 2,4, 8,16, 32 GB 1, 2,4, 8,16, 32 GB 250, 320, 500 GB
Autentizace heslem ano ano ano ano
Biometricka autentizace - - ano ano
256-Bit AES Hardware
. ano ano ano ano
Encryption
Virtualizace volitelng, je treba dalsi  volitelné, je treba dalsi  volitelné, je treba dalsi  volitelng, je treba dalsi
(PC-on-a-Stick) software software software software
FIPS 140-2 certifikace ano ano ano ano
Digital Identity s o
e Aa s volitelne volitelne
Centralni sprava
ano ano ano ano

pres McAfee ePO
McAfee Anti-Malware ano volitelne volitelné volitelne
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I COMGUArCrTD I Network Defense

e McAfee Firewall Enterprise (Sidewinder)
MAGAZINE

Stale neprekonany aplikacni proxy firewall s mnoha

integrovanymi bezpecnostnimi moduly (UTM) BEST BUY
e McAfee Network Security Threat Behavior Analysis (NTBA)
Appliance

Monitorovani a reportovani neobvyklého chovani aplikaci a hostt
Informace sbira z router( a switchl (NetFlow)

Chrani sit’ pred Cervi, botnety, zero-day utoky, spamem &i prlizkum. Gtoky
Integrace s McAfee Network IPS (IntruShield)
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I COMGUArD I Network Defense

e Firewall Ent. (Sidewinder)

leaders
'3 N

Cisco ¢
J‘unipor Networks
Fortinet

McAfo'Check Point Sohre Technologies

challengers

Stonesoft

Palo Alto Networks
Sy‘u:WALL
s WatchGuard
NETASQ y Astaro
phoin
3Com/H3C
. J
niche players visionaries
l o ‘:%E;-,;r:;;.:.: Of vISIOn i >

urce: Gartrer (March 2010) As of March 2010

e Gartner believes that if McAfee maintains the road map then it could become
the next significant firewall market disrupter and potential market leader.
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I COMGUACrD I Network Defense

e McAfee Firewall Enterprise (Sidewinder)

Nova verze 8
(integrace identity uZzivatell, fizeni provozu dle aplikaci, ...)
Moduly ZDARMA na firewallu:

® McAfee Firewall Reporter

® McAfee TrustedSource + Geo-Location

® McAfee Firewall Enterprise Anti-Virus

® McAfee SmartFilter

® McAfee Firewall Enterprise Intrusion Prevention

® McAfee Firewall Enterprise Encrypted Filtering

Samostatny produkt pro analyzu a simulace pravidel — McAfee
Firewall Enterpirse Profiler

~Klasicka™ appliance / kontejner pro VMware ESX / 2150VX / verze
pro Riverbed

Novy model S1004 pro mensi organizace od cca 40.000,- K¢
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I COMGUArCrTD I Network Defense

e McAfee Firewall Enterprise (Sidewinder)

standard Appliances

- Performance 100Mbpsto 10+ Ghps 4150F
- EAL4+ Cetified
2150F
10 Gbps
1 IOOF aml2100F 2150F VX-XX
oo —_ [ St
510F Multi-Firewall Appliances
i (P g T :
2.0 Gbps - Segment and consolidate in a
single hox
410F - Ideal for multi-tenant solutions
1.0 Gbps U ey
S1004 20
100 Mbps  Inmassmmi”
vmware

SH-250/550 SH-1050:2050 Virtual Appliances

riverbed emmm L -ommmm A SLEE SR
FVU:)I:% - Supportfor Riverbed RSP, native

e ES¥ Virtualization or VI3
Appliances v e e

SMB and Branch Office Enterprise Perimeter Enterprise,Data Center Enterprise Core,
Service Providers Data Center
Service Providers
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I COMGUACTD I Web & Mail Protection

e Web Gateway Appliance Qe
McAfee Web Gateway (Webwasher) LS

e McAfee Smartfilter

e Email Gateway Appliance '..j i

McAfee Email Gateway (IronMail)

e Network Security Suites
McAfee Total Protection for Internet Gateways
McAfee Total Protection for Email Gateways

e Email and Web Security
McAfee Email and Web Security Appliance (EWS)
McAfee Content Security Blade Server

communication securit‘



I COMGUArD I

e McAfee Web Gateway (Webwasher)

challengers

leaders

r

~

__Blue Coat Systems

| ability to execute |——

A ]

Source: Gartner (January 2010}

Symantec _Cisco
Trend Micro Websense
Barracuda Networks McAfee
ContentKeeper Technologies|sM86 Security
Zscaler
CA FaceTime Communications
Webroot Software— SafeNet
Cymphonix™
Optenet—
Clearswift/
. W,
niche players visionaries

| completeness of vision F————p

As of January 2010

Web & Mail Protection

r N AWARDS

2010
- '\HMMEE
o

Network World Lab Alliance,
Network World December
07,2009 12:04 AM ET

McAfee's appliance thwarted
more malware — with lower
latency — than the other
gateways.

McAfee's Web Gateway
appliance is our Clear
Choice winner. It does an
excellent job of keeping
malware (both Web site-
based and e-mail-borne) at
bay, is responsive, has an
intuitive, customizable user
interface and scales well.

Malware blocking success rate
How well the prodects blocked 100 malware dtacks

% MM oM G0k 30%  NO%
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I COMGUArCrTD I Web & Mail Protection

e McAfee Web Gateway (Webwasher)

® Category-based and reputation-based web filtering, McAfee anti-virus,
proxy, cache, SSL scanning, Content control filters, McAfee Web
Reporter Basic.

e ] Mol EE TN R =1 B ] |
Modelova
WW500 (1U) WW1100 (1U) WG5000 (1U) WG5500 (2U)
Single Dual Core 1 Quad Core 2 Quad Core
2 GB 2 GB 6 GB (aZ 64GB) 12 GB (aZz 64GB)
2 x Gb NIC 4 x Gb NIC 4 x Gb NIC 4 x Gb NIC
m N/A RAID 1 RAID 1 RAID 1/RAID 5
m 160 GB SATA 2x160 GB SATA 2 x 300 GB SAS 6 x 300 GB SAS
jeden jeden redundantni redundantni
ano/ano ano/ano ano/ano ano/ano
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I COMGUArCrTD I Web & Mail Protection

e McAfee Email Gateway (IronMail)

Antispam & Antiphishing, McAfee Anti-Virus, Dynamicka Antispam & Antiphishing ,
Dostupné karanténa, DLP — pokrocCild ochrana pred unikem McAfee Anti-Virus, DLP -
moduly informaci, Sifrovani zprav, Ochrana web mail serverd zakladni ochrana pred Unikem
(OWA, Lotus, Novell), Analyza obrazk( a TrustedSource informaci, Trusted-Source,

e i | o= === - o= ==mrn CE )
- EG-5500 EG-5000 S120 S10
neomezen neomezen neomezen neomezen

2x Quad Core Quad Core Core2Duo Single Core
m Level 5 + Hot spare Level 1 Level 1

WD | 800 GB 300 GB 160 GB 160 GB

Ano Ano Ne Ne
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I COMGUATCD I Web & Mail Protection

e McAfee Total Protection for Internet Gateways
Cenove velmi vyhodné reseni

Balicek obsahuije tyto licence:
® McAfee Web Security (Webwasher)
® McAfee Web Anti-Malware (proaktivni ochrana pro web 2.0)
® McAfee Email Security (IronMail)
® McAfee Network DLP Prevent

Zakaznik aktivuje licence hardwarem

e McAfee Total Protection for Email Gateways

Balicek obsahuije tyto licence:
® McAfee Email Security (IronMail)
® McAfee Network DLP Prevent

Zakaznik aktivuje licence hardwarem
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I COMGUATCD I Web & Mail Protection

e McAfee Email and Web Security Appliance (EWS)

Urceno pro SMB, vcetne hw a licenci od 40 tis. K¢

Predinstalované reseni s neomezenou licenci obsahuje:
® McAfee Email and Web Security Appliance software
® Anti-Spam and Email Compliance
® McAfee Web Filtering (SmartFilter)

Verze pro VMware (VMware Server or ESX), 100 uziv cca 27 tis. KC

e Content Security Blade Server
McAfee Content Security Blade Server Chassis pro 6 nebo 14 blades
McAfee Content Security Management Blade

McAfee Content Security Scanning Blade

® Neomezena licence: McAfee Email and Web Security, McAfee Web
Security a McAfee Web Anti-Malware, Gateway Edition.
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COMGUArD I
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McAfee Content Security Blade Server | [l sl

Web & Mail Protection

- s N L
f}'@mx‘mui::m:: Fay

McAfee Email Security
Appliance model 3400

McAfee Web Security
Appliance model 3400

p [ /]

p [ NN

McAfee Email and Web Security Appliance model 3200
-l [ .

McAfee Email and Web Security Appliance model 3100

sz, Wl

McAfee Email and Web Security Appliance model 3000

.

|

[ | Antivirus, anti-spyware
[ Antispam

I URL Filtering

B Email Compliance

[ ] SiteAdvisor

J
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I COMGUATCD I Web & Mail Protection

e Konkurencni upgrade EWS 3000 s neomezenou licenci
31.500,- K¢ (hw, sw, licence, support)

Uplatnitelné pro Barracuda Networks, Symantec, ronPort, Proofpoint,
TrendMicro a Websense

Neni omezen pocet

e McAfee Security as a Service
McAfee SaaS Web & Email Protection Suite
McAfee SaaS Email Protection & Continuity
McAfee SaaS Email Protection
McAfee SaaS Web Protection
McAfee SaaS Email Inbound Filtering
McAfee SaaS Email Outbound Filtering Option
McAfee SaaS Email Inbound Filtering & Continuity - Appliance Option
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I COMGUACrD I Protecting every system

e McAfee System Security Suites

challengers leaders
' B
@
3 . gynf!%%tec 4 h AWAR DS
o KESPETSJS)’Eb Trend Micro
(O Panda Security Sophos 5
o Microsoft E
- oA “Bheck Point Software Technologies WINNER
= F-Secure Hanored in the U.S
- IBM o LANDesk
.. . BigFix
T eEye Digital Security
Prevx SkyRecon Systems
\. y,
niche players visionaries
~ | completeness of vision F———p

As of April 2009

Source: Gartner (April 2009) communication securit



I COMGUATCD I Protecting every system

e Porovnani starych a novych balick{i McAfee System Security

SV 7S A TeE ren TeA A Tes e

Anti-virus
Email server (Av+ASpam)
Desktop firewall
SiteAdvisor Ent Plus
Anti-spyware

HostIPS

NAC

Policy Auditor

Device control

Web filtering

Endpoint Encryption
Mixed-platform




I COMGUACD I Protecting every system

e McAfee Total Protection for Virtualization

Obsah balicku:
® \/irusScan Enterprise
® VirusScan Enterprise for Linux

® VirusScan Enterprise for Offline Virtual Images
(VMware ESX, Citrix, MS Hyper-V)

® Anti-Spyware Enterprise
® Host Intrusion Prevention for Server
® Management: McAfee ePolicy Orchestrator

e Host IPS

= IPS + desktop firewall
McAfee Host Intrusion Prevention for Desktops with ePO
McAfee Host Intrusion Prevention for Servers with ePO
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I COMGUACD I Protecting every system

e McAfee Total Protection for Server Suite

Obsah balicku:
® \/irusScan Enterprise
® VirusScan for Linux
® Application Control for Servers
® Change Control for Servers
® Policy Auditor for Servers
® ePolicy Orchestrator
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I COMGUACD I Protecting every system

e McAfee Security as a Service
McAfee SaaS Total Protection
McAfee SaaS Endpoint & Email Protection Suite
McAfee SaaS Endpoint Protection Advanced
McAfee SaaS Endpoint Protection
McAfee Vulnerability Assessment Service Module
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