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O spoleļnosti COMGUARD

Value Added Distribuce CZ+SK+UA

¸ Specialista na bezpeļnosti IT
¸ Komplexn² portfolio pro zabezpeļen² datovĨch center i s²tŊ organizace od 
perimetru, pŚes DMZ aģ na klientsk® stanice

¸ Nadn§rodn² distribuļn² spoleļnost
¸ Certifikace ISO 27001 (ISMS)

¸ Certifikace ISO 9001 a ISO 14001

¸ Certifikace NBU
¸ N§ġ tĨm = 13 let zkuġenost² v oblasti IT security

¸ Akreditovan® ġkol²c² stŚedisko

¸ Support centrum pro distribuovan® Śeġen²
¸ 1st level a 2nd level support

¸ Expertn² poradenstv² a sluģbyv oblasti bezpeļnosti IT

¸ Hotline, HelpDesk, odborn® konzultace

¸ Vzd§len§ spr§va a podpora administrace

¸ Outsourcing spr§vy

¸ Audity v oblasti bezpeļnosti IT dle ISO 27001
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McAfee Security Leadership 
Across the Board
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Source: Gartner 
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McAfee = ġirok® spektrum 
bezpeļnostn²ch Śeġen²
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McAfee integrovan§ 
bezpeļnostn² platforma 

Network
Endpoint

Anti -Virus & Anti -Spyware

Email AV & Anti -Spam

Host DLP

Desktop Firewall

Host IPS

NAC

Policy Auditing

SiteAdvisor

Network DLP (Reconex)

E-mail Security (IronMail)

Web Security (Webwasher)

Firewall (Sidewinder)

Network IPS (Intrushield)

NAC

Behavioral Analysis

Vulnerability (Foundstone)

Remediation 

Policy Auditing
Endpoint Encryption

Device Control

Macintosh AV

Linux AV

Forensics

ÅInstalace agenta

ÅKonfigurace

ÅAktualizace

ÅNastaven² politiky

ÅAlerty

ÅReportov§n²
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Konkurence McAfee

Komplexn² imunitn² 

syst®m

=

Jednotn§ spr§va

and

Å Email a web 

ochrana

Desktop Śeġen²

Å Anti-virus

Å Anti-spyware

Å Desktop Firewall

Å Desktop IPS

IPS Śeġen²

Å IPS a IDS Śeġen²

Risk Management

Å Vulnerability 

Management

Compliance Management

Å Data Loss Prevention

Å Auditovac² Śeġen²

Mnoho produktŢ

=

Sloģit§ spr§va

EFEKTIVNĉ ZABEZPEĻENĉ ICT?
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¸ Prevence ¼niku citlivĨch dat (DLP)

¸McAfee Host Data Loss Prevention with ePO
¸Ochrana na koncovĨch zaŚ²zen²ch

¸McAfee Network DLP Appliances
¸Ochrana na s²Šov® ¼rovni

¸McAfee Device Control
¸ZabraŔuje neopr§vnŊn®mu pouģ²v§n² 
pŚipojitelnĨch zaŚ²zen² do firemn² s²tŊ

¸ Ġifrov§n² dat

¸McAfee Endpoint Encryption for PCs
¸Ġifrov§n² celĨch diskŢ

¸McAfee Endpoint Encryption for Files and Folders
¸Ġifrov§n² souborŢ a adres§ŚŢ

¸McAfee Endpoint Encryption for Virtual Disk Windows/ MAC
¸Ġifrovan® virtu§ln² disky

¸McAfee Encrypted USB
¸Ġifrovan® USB flash disky a HDD

Data & Content Protection 
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¸ McAfee Host Data Loss Prevention with ePO

¸SoftwarovĨ agentinstalovanĨ na koncov§ zaŚ²zen² napŚ²ļ organizac²

¸Server pro logov§n² a analĨzy

¸Centr§ln² Ś²zen² politik a nasazen²

¸Monitorov§n² ud§lost² v re§ln®m ļase

¸Generov§n² reportŢ

¸ McAfee Total Protection for Data

¸Bal²ļek obsahuje:

¸McAfee Host Data Loss Prevention

¸McAfee Device Control

¸McAfee Endpoint Encryption for PCs

¸McAfee Endpoint Encryption for Files and Folders

Data & Content Protection 
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¸ McAfee Network DLP

¸Dod§v§no jako hardware applinace 
+ software licencovanĨ per user

Network DLP Discover
Napom§h§ nal®zt, vyhodnotit a klasifikovat 
citliv® informace.

Network DLP Monitor
PasivnŊ monitoruje veġkerĨ s²ŠovĨ provoz, 
analyzuje jeho obsah a reportuje ud§losti, 
kter® mohou zpŢsobit ztr§tu dat.

Network DLP Prevent
Na s²Šov® ¼rovni blokuje aktivity, kter® mohou 
v®st ke ztr§tŊ dŢvŊrnĨch informac².

Network DLP Manager
N§stroj pro Ś²zen² politik, konfiguraci a 
administrativu.

Data & Content Protection 
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¸ McAfee Encrypted USB

Data & Content Protection 
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¸ McAfee Firewall Enterprise (Sidewinder)
¸St§le nepŚekonanĨ aplikaļn² proxy firewall s mnoha 
integrovanĨmi bezpeļnostn²mi moduly (UTM)

¸ McAfee Network Security Threat Behavior Analysis(NTBA)
Appliance
¸Monitorov§n² a reportov§n² neobvykl®ho chov§n² aplikac² a hostŢ

¸Informace sb²r§ z routerŢ a switchŢ (NetFlow)

¸Chr§n² s²Š pŚed ļervi, botnety, zero-day ¼toky, spamem ļi prŢzkum. ¼toky

¸ Integrace s McAfee Network IPS (IntruShield)

Network Defense 
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Network Defense 

¸ Firewall Ent. (Sidewinder)

¸ Gartner believes that if McAfee maintains the road map then it could become

the next significant firewall market disrupter and potential market leader.
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¸ McAfee Firewall Enterprise (Sidewinder)

¸Nov§ verze 8 
(integrace identity uģivatelŢ, Ś²zen² provozu dle aplikac², ...)

¸Moduly ZDARMA na firewallu:

¸McAfee Firewall Reporter

¸McAfee TrustedSource + Geo-Location

¸McAfee Firewall Enterprise Anti-Virus

¸McAfee SmartFilter

¸McAfee Firewall Enterprise Intrusion Prevention 

¸McAfee Firewall Enterprise Encrypted Filtering

¸SamostatnĨ produkt pro analĨzu a simulace pravidel ïMcAfee 
Firewall Enterpirse Profiler

¸ĂKlasick§ñ appliance / kontejner pro VMware ESX / 2150VX / verze 
pro Riverbed

¸NovĨ model S1004pro menġ² organizace od cca 40.000,- Kļ

Network Defense 
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¸ McAfee Firewall Enterprise (Sidewinder)

Network Defense 



Security Workshop
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¸ Web Gateway Appliance

¸McAfee Web Gateway (Webwasher)

¸ McAfee Smartfilter

¸ Email Gateway Appliance

¸McAfee Email Gateway (IronMail)

¸ Network Security Suites

¸McAfee Total Protection for Internet Gateways

¸McAfee Total Protection for Email Gateways

¸ Email and Web Security
¸ McAfee Email and Web Security Appliance(EWS)

¸ McAfee Content Security Blade Server

Web & Mail Protection  
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¸ McAfee Web Gateway (Webwasher)

Web & Mail Protection  

Network World Lab Alliance, 

Network World December 

07, 2009 12:04 AM ET

McAfee's appliance thwarted 

more malware ïwith lower 

latency ïthan the other 

gateways. 

McAfee's Web Gateway 

appliance is our Clear 

Choice winner. It does an 

excellent job of keeping 

malware (both Web site-

based and e-mail-borne) at 

bay, is responsive, has an 

intuitive, customizable user 

interface and scales well.
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¸ McAfee Web Gateway (Webwasher)

¸Category-based and reputation-based web filtering, McAfee anti-virus, 
proxy, cache, SSL scanning, Content control filters , McAfee Web 
Reporter Basic.

Web & Mail Protection  



www.comguard.cz communication security

¸ McAfee Email Gateway (IronMail)

Web & Mail Protection  
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¸ McAfee Total Protection for Internet Gateways

¸CenovŊ velmi vĨhodn® Śeġen²

¸Bal²ļek obsahuje tyto licence:

¸McAfee Web Security(Webwasher)

¸McAfee Web Anti-Malware(proaktivn² ochrana pro web 2.0)

¸McAfee Email Security(IronMail)

¸McAfee Network DLP Prevent

¸Z§kazn²k aktivuje licence hardwarem

¸ McAfee Total Protection for Email Gateways

¸Bal²ļek obsahuje tyto licence:

¸McAfee Email Security(IronMail)

¸McAfee Network DLP Prevent

¸Z§kazn²k aktivuje licence hardwarem

Web & Mail Protection  



www.comguard.cz communication security

¸ McAfee Email and Web Security Appliance(EWS)

¸Urļeno pro SMB, vļetnŊ hw a licenc²  od 40 tis. Kļ

¸PŚedinstalovan® Śeġen² s neomezenou licenc² obsahuje:

¸ McAfee Email and Web Security Appliance software

¸Anti-Spam and Email Compliance

¸McAfee Web Filtering(SmartFilter)

¸Verze pro VMware(VMware Server or ESX), 100 uģiv cca 27 tis. Kļ

¸ Content Security Blade Server

¸McAfee Content Security Blade Server Chassis pro 6 nebo 14 blades

¸McAfee Content Security Management Blade

¸McAfee Content Security Scanning Blade

¸Neomezen§ licence: McAfee Email and Web Security, McAfee Web 
Security a McAfee Web Anti-Malware, Gateway Edition.

Web & Mail Protection  
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Web & Mail Protection  
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McAfee Email and Web Security Appliance model 3000

McAfee Email and Web Security Appliance model 3100

McAfee Email and Web Security Appliance model 3300

McAfee Email and Web Security Appliance model 3200

Antivirus, anti-spyware

Antispam

URL Filtering

Email Compliance

SiteAdvisor
100

500

1000

McAfee Web Security
Appliance model 3400

McAfee Email Security
Appliance model 3400

4000

McAfee Content Security Blade Server50,000


